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Imprint

Imprint

Notice
This document, T140041, is valid only for the product described in Section 1.

This documentation is subject to change or withdrawal without prior notice. The validity of the statements made in
this document applies until the statements are revised by a new edition of the document (T number with new index).
The user of this document is responsible for staying up to date with its current version through the editor/publisher.
We accept no responsibility for claims against any incorrect statements in this document which were unknown to
the publisher at the time of publication. Handwritten changes and additions are not valid. This documentation is
protected by copyright.

Foreign language documentation as listed in this document is always released or changed at the same time as the
German edition. If there are inconsistencies between the foreign language documentation and the German docu-
mentation, the German documentation is binding.

Some words in this document are highlighted in blue. These are terms and designations are the same in all lan-
guages and are not translated.

Users are encouraged to contact the editor/publisher if there are statements which are unintelligible, misleading,
incorrect or contain errors.

© Securiton AG, Alpenstrasse 20, 3052 Zollikofen, Switzerland

This document, T140041, is available in the following languages: German T140041 de

English  T140041 en

Current edition: Index 33 05.10.2022 Gula

Other documents

Software version
This document is valid for the UMS Universal Management System with the following software version:

Release 14.2
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Safety information

Safety information

If the product is used by technically trained and instructed persons in accordance with Technical Document T140041 and if the
danger, safety and general information in this Technical Document is observed, there is normally no danger to persons and
property when used properly.

National and state-specific laws, regulations and directives must be observed and adhered to in all cases.

Below are the designations, descriptions and symbols of danger, safety and general information notices as found in this docu-
ment.

Danger
Danger to persons and/or property may result from the product and any system parts if danger notices are not

heeded. If the product and/or its parts become damaged and cause malfunctions there is also the risk of injury to
persons and damage to property.

e Description of which dangers may occur;

e Measures and preventative actions;

e How dangers can be averted,;

e Any other safety-related information.

Warning
The product may be damaged if the safety information is not heeded.

e Description of which damage can occur;
e Measures and preventative actions;

e How dangers can be averted,;

e Any other safety-related information.

Notice

The product may malfunction if this notice is not observed.

e Description of the notice and which malfunctions can be expected;
e Measures and preventative actions;

e Any other safety-related information.

Environmental protection / recycling
Neither the product nor its components present a hazard to the environment provided they are handled properly.
e Description of which parts have environmental protection issues;
e Description of how devices and their parts have to be disposed of in an environmentally-friendly way;
e Description of the recycling possibilities.
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Introduction

1 Introduction

The Installation Instructions describe the installation of the UMS Universal Management System.

1.1 Purpose of this document

The installation instructions are designed to provide the user with the following:
= How to install and commission efficiently.
= How to create the prerequisites to ensure the system and the concepts in the UMS are optimally adapted to customer
requirements.
= Areference document when needed.

1.2 Target group

These installation instructions are intended primarily for project managers and system technicians of the UMS.
This documentation should be considered a supplement to the operating instructions; it is assumed that you are familiar with the
operating instructions.

1.3 Prerequisites

= Knowledge of modern user interfaces with a mouse.

= |f graphics are used, competence with modern graphics programs for creating graphics is necessary.
= All customer project requirements.

= Basic knowledge of the operating system in use.

=  Completed UMS training module (basics, installation and configuration).

1.4 Typographic conventions

Terms which are between guillemets (« ») refer to elements on the screen (window title, window content, etc.) of the UMS (e.g.
The «alarm list» is shown in the main window). Terms between guillemets (« ») next to an icon indicate a 'Tool tip' (e.g. «Delete
switch time»).

Examples are in italics.

15 Using the mouse

In this document the terms ‘click’ and 'mouse click' always refer to the left mouse button. Functions which refer to the right mouse
button are always specified as such.

1.6 References
[1] UMS Configuration Instructions Doc. no. T140042
[2] Operating Instructions Doc. no. T 140040
[3] https://mariadb.org/
[4] UMS compatibility list Doc. no. T 140611
1.7 Abbreviations and terms
Abbreviation/Term Description
UMS Universal Management System
Node The term “node” refers to the hardware components, e.g. computer, industrial computer. An opera-
ting system is always installed on these nodes.
Runtime system The term “runtime system” refers to the configuring nodes, i.e. UMS client and/or UMS server. It
represents the customer system in productive application.
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Basic installation

2 Basic installation

2.1 Operation system requirements

The UMS is enabled for the operating systems documented in [4].

2.2 Operating system installation
o Operating system installation
he: Installation of the operating system on the hardware is not described in this document. The operating system must
already be installed and network boards available.
2.3 Operating system user accounts

The following accounts have to be set up:
=  Administrator
Used only for installing the operating system.
=  UMSAdmin
The 'UMSAdmIn' user must be used for all other installations and configurations once it is set up. It is a user account
with the rights of a Windows administrator.

24 Anti-virus program

There must be no anti-virus program installed.

2.5 Network settings

If a DNS sever is configured in the network settings (adapter settings), it must be ensured that it is reachable and performant. If
not, considerable delays can be expected (especially when using encrypted connections), which is then noticeable in the UMS
applications.

2.6 Firewall

To operate the UMS securely and reliably when using a firewall, certain settings and port approvals are necessary. Section 6 of
this document describes the settings to be configured and the necessary firewall rules.

2.7 UMS software deployment

Various installation packets are available for installing the UMS components; they will be presented in the following sections:

2.7.1 Setup for UMS Netagent

The software packet «Setup_UMS_Netagent_Rxx.x.x.Xx_yyyymmdd.exe» provides the installation routine for the UMS Netagent
(see Section 3). You will find it in the provided UMS Setup in the 10_Setup_UMS directory.

After the installation of the UMS NetAgent, you will find all necessary scripts in the installation path of the program for installing
and setting up the database (see Section 4).

2.7.2 Setup for UMS ConfigurationStudio

The «Setup_UMSConfigurationStudio_Rxx.x.x.x_yyyymmdd.exe» software packet provides the installation routine for the UMS
ConfigurationStudio (see Section 8). You will find it in the provided UMS Setup in the 10_Setup_UMS directory.

2.7.3 Setup for MariaDB

The «mariadb-x.x.x-winx64.msi» software packet contains the installation data for the MariaDB (see Section 4). You will find it
after installing Netagent in its runtime directory (for example C:\UMS\netagent\installer\mariadb\Install).

The explicit naming of the version number of the software is omitted. The current version released by the development is sup-
plied.
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2.8 Energy saving functions

For the reliable operation of the UMS components the energy saving functions of the computer in use must be deactivated. For
example, access the Control Panel in Windows 7 and then «System and Security» = «Power Options» = «Change power plan
settings». In the «Put computer to sleep after» selection list select «Never». Deactivate all energy saving settings in the «Power
options» window, which you can access by clicking «Change advanced power setting».

@I\__/I'Pé <« System und Sicherheit » Energieoptionen » Energiesparplaneinstellungen bearbeiten - | 5 | | Systi

Einstellungen fur Energiesparplan &ndern: Dell

Wahlen Sie die Energiespar- und Anzeigeeinstellungen aus, die Sie fir den Computer verwenden machten.

Y Bildschirm ausschalten:
% Energiesparmodus nach:

Erweiterte Energieeinstellungen dndern

Standardeinstellungen fir diesen Energiesparplan wiederherstellen

Anderungen speichern Abbrechen

ﬁ Energieoptionen @
Erweiterte Einstellungen

; Wiahlen Sie den anzupassenden Energiesparplan und die
\13 gewinschten Energiespareinstellungen aus.

[Del [Aktiv] -

Drahtlosadaptereinstellungen -
= Energie sparen
= Deaktivierung nach
Einstellung: Mie
= Hybriden Standbymodus zulassen

m

Einstellung: Aus

= Ruhezustand nach
Einstellung: Mie

= Zeitgeber zur Aktivierung zulassen
Einstellung: Deaktivieren

i SR Einctelliinnan

[ Standardeinstellungen wiederherstellen

Figure 1: Energy saving functions in Windows 7

In Windows 10 you must also adjust the «Shutdown settings». In the default setting the option «Turn on fast startup (recom-
mended)» is activated. When the system starts up with this setting, the UMS server and possibly also the NetAgent cannot be
automatically started.

For this reason, the power options on all Windows 10 systems running a NetAgent must be configured as follows:

Access «Control panel» > «System» - «Power and energy saving» = «Additional power settings» = « Choose what the
power buttons do». Deactivate the option «Turn on fast startup (recommended)». Note that you may have to identify yourself as
administrator!
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The following figures document these configuration steps:

3 Energieoptionen

- [m| X
+ 3 » Systemsteuerung » Hardware und Sound » Energieoptionen v | O Systemsteuerung durchsuchen 0@
Startseite der Systemsteuerun " . . o
4 ? Auswéhlen oder Anpassen eines Energiesparplans
Auswihlen, was beim Driicken Ein Energiesparplan ist eine Sammlung von Hardware- und Systemeinstellungen (z. B. Bildschirmhelligkeit,
von Metzschaltern geschehen Energiesparmodus usw.), mit denen der Energieverbrauch des Computers gesteuert wird, Weitere
soll Informationen Gber Energiesparpléne

Energiesparplan erstellen

M Zeitpunkt fur das Ausschalten

Bevorzugte Energiesparpline

des Bildschi hi (@ Ausbalanciert (empfohlen) Energiesparplaneinstellungen dndern
& Blidsenimms auswahien Stellt automatisch einen Ausgleich zwischen Leistung und Stromverbrauch der Hardware her, die
W Energiesparmodus dndemn diese Funktion unterstitzt,
(D) Energiesparmodus Energiesparplaneinstellungen dndern

Spart Energie, indem der Stromverbrauch des Computers reduziert wird, wenn dies maglich ist.

Weitere Energiesparpléne einblenden

Siehe auch

Benutzerkonten

Figure 2: Access the power saving functions configuration in Windows 10

B Systemeinstellungen — [m| X

« v 4 5 » Systemsteuerung » Hardware und Sound » Energicoptionen » Systemeinstellungen v O Systemsteuerung durchsuchen 2

Verhalten des Netzschalters definieren und Kennwortschutz einschalten

Wihlen Sie die Energieeinstellungen fir den Computer aus. Die Anderungen der Einstellungen, die Sie auf
dieser Seite durchfihren, betreffen alle Energiesparplane.

M) Einige Einstellungen sind momentan nicht verfigbar.

Metzschalter- und Energiespartasteneinstellungen

@ Beim Dricken des Metzschalters: Herunterfahren ~

@ Beimn Driicken der Energiespartaste: | Energie sparen e

Einstellungen fiir das Herunterfahren

Schnellstart aktivieren (empfohlen)

Dadurch wird der PC nach dem Herunterfahren schneller gestartet, Der Meustart ist davon nicht
betroffen. Weitere Informationen

Energie sparen

Im Energiemeni anzeigen
Ruhezustand

Im Energiemeni anzeigen
Sperren

Im Meni des Profilbilds anzeigen

Anderungen speichern Abbrechen

Figure 3: Default configuration of the power saving functions in Windows 10
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5 Systemeinstellungen - O X

« v @ » Systemsteuerung » Hardware und Sound 3 Energieoptionen » Systemeinstellungen v O Systemsteuerung durchsuchen 0

Verhalten des Netzschalters definieren und Kennwortschutz einschalten
Wahlen Sie die Energieeinstellungen fir den Computer aus. Die Anderungen der Einstellungen, die Sie auf

dieser Seite durchfihren, betreffen alle Energiesparplane,

MNetzschalter- und Energiespartasteneinstellungen
@ Beim Driicken des Metzschalters: Herunterfahren ~

@ Beim Driicken der Energiespartaste: | Energie sparen &

Einstellungen fiir das Herunterfahren

[[]1Schnellstart aktivieren (empfohlen)
Dadurch wird der PC nach dem Herunterfahren schneller gestartet. Der Meustart ist daven nicht
betroffen. Weitere Infermationen

Energie sparen

Im Energiemend anzeigen
[[]Ruhezustand

Im Energiemend anzeigen

[~]Sperren
Im Meni des Profilbilds anzeigen

Anderungen speichern Abbrechen

Figure 4: Required configuration of the power saving functions in Windows 10

2.9 Hardware requirements
Minimum hardware requirements:
= Processor: Core i processor
=  RAM: 16 GBytes
= Hard disk: 200 GBytes
=  Network card: (100 Mbit/s)

= Graphics card/monitor:Resolution 1920 x 1080 HD, 24-bit colour depth (per monitor)

2.10 Licence requirement

A licence dongle (hardware) or activation code (key for 1 version) are required to use the UMS. These must be purchased from
Securiton AG.

o Licence dongle
he: No licence dongle is required for performing the installation.

2.11 Windows updates

Please note that Windows updates may only be installed with the UMS switched off! The Windows function/setting «Install
updates automatically (recommended)» therefore has to be deactivated. This applies to all systems where a UMS server, a UMS
client or the UMS ConfigurationStudio is running!

2.12 Windows Server 2012 R2

As Windows Server 2012 is not designed as a desktop operating system, no desktop skins are installed following the standard
installation. This can lead to an incomplete display in the user interface of the UMS ConfigurationStudio. For example, the
progress bar (shown when loading a project etc.) is not displayed correctly, which may give the impression that the system has
frozen. This can be prevented by installing a packet provided in Windows Server 2012.
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Proceed as follows to install and activate the packet:
- Open the «Control Panel» and click on the «Turn Windows features on or off» function under «Programs».
- The Server Manager is started and the «Add Roles and Features Wizard» is opened.
- Click on the «Features» menu item and search for «User Interfaces and Infrastructure» in the selection list.
- Select «Desktop Experience» and confirm your selection in the window that appears by pressing the «Add Features»
button.
- Press «Next».
- Complete the installation by pressing the «Install» button.

After the installation has been completed successfully, the desktop design installed in the previous step has to be activated. To
do this, select «Appearance and Personalization» in the «Control Panel» and then «Personalization». Select «Windows» here.

ZIELSERVER

Vorbemerkungen WIN-HO1FHARKEQT

Dieser Assistent unterstiitzt Sie beim Installieren von Rollen, Rollendiensten oder Features. Sie
bestimmen anhand der Anforderungen lhrer Organisation, z. B. Freigabe von Dokumenten oder Hosten
Installaticnstyp einer Website, welche Rollen, Rollendienste oder Features installiert werden sollen.

orbereitung

serverauswahl . . .
Gehen Sie zum Entfernen von Rollen, Rollendiensten oder Features wie folgt vor:
Starten Sie den Assistenten zum Entfernen von Rollen und Features.

Stellen Sie sicher, dass die folgenden Aufgaben abgeschlossen wurden, bevor Sie den Vorgang
fortsetzen:

* Das Administratorkonto hat ein sicheres Kennwort,
* Die Netzwerkeinstellungen (z. B. statische |IP-Adressen) sind konfiguriert.
* Die neuesten Sicherheitsupdates von Windows Update sind installiert.

Wenn Sie Gberpriifen missen, ob eine der vorhergehenden Voraussetzungen erfillt wurde, schlieBen
Sie den Assistenten, fihren Sie die Schritte aus, und fiithren Sie den Assistenten dann erneut aus.

Klicken 5ie auf "Weiter", um den Vorgang fortzusetzen.

[] Diese Seite standardmaBig Gberspringen

< Zuriick Installieren Abbrechen

Figure 5: Add Roles and Features wizard
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ZIELSERVER

Features aUSWémen WIN-HOTFHARKEQT

Vorberaitung Wahlen Sie die auf dem ausgewahlten Server zu installierenden Features aus.

Installationstyp Features Beschreibung

serverauswahl :
! b [] .MET Framework 3.3-Funktionen Die De_sk'topu mgebung umfa§st i
serverrollen ) . ) verschiedene Features von Windows |

b [®] .NET Framework 4.5-Funktionen (2 von 7 installier: 8 wie Windows Media Player, H

4 [ Benutzeroberflichen und Infrastruktur (2 von 3 ind — Desktopdesigns und die

Bestatigung Tools und Infrastruktur fiir die grafische Verwa Fotoverwaltung. Diese Features
= werden durch die

Desktopumgebung jedoch nicht
Grafische Shell fir Server (Installiert) automatisch aktiviert, sondern
[ BitLocker-Laufwerkverschiiisselung missen manuell aktiviert werden.
[] BitLocker-Netzwerkentsperrung
[] BranchCache
[] Client fiir NFS
[] Data Center Bridging
[] DirectPlay
[ Einfache TCP/IP-Dienste
[] Erweitertes Speichern

<[ [

| < Zuriick || Weiter > Installieren

Figure 6: Adding desktop designs

Anpassung =C

=
@ >~ 4 g b Systemsteuerung » Darstellung und Anpassung » Anpassung v & Systemsteuerung durchsuchen 2@

Startseite der Systemsteuerun . .
Y 9 Andern der visuellen Effekte und der Sounds auf dem Computer

Desktopsymbole dndern Klicken Sie auf ein Design, um Desktophintergrund, Farbe, S5ounds und Bildschirmschoner gleichzeitig zu dndern.

Mauszeiger dndern Eigene Designs (0) 8

Weitere Designs online beziehen
Windows-5tandard-Designs (1)

Windows

Basisdesigns und Designs mit hohem Kontrast (3)

W
Siehe auch
Anzeige B J’J)& '@
Taskleiste und Navigation <X ¢

Center fir erleichterte Desktophintergrund Farbe Sounds Bildschirmschoner

Bedienung Windows Server Automatisch Windows-Standard Kein

Figure 7: Adding desktop designs
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2.13 Problem handling and special settings

2.13.1 Windows font size settings

Problem:

When using 4K monitors, faulty representations may occur during installation or operation of the UMS applications. Texts in
different font sizes and pop-up windows may be too big.

Solution:

In this case, adjust the display in Windows settings.
On the Windows Desktop select

il
Start "™ > Settings

EE'B > System g > Display L]

Then select «<Advanced scaling settings» under «Scaling and arrangement».
Here set the switch to «On» so that Windows corrects the display.

@ Erweiterte Skalierungseinstellungen

Skalierung fiir Apps korrigieren

Einige Desktop-Apps kénnen nach einer Anderung der
Anzeigeeinstellungen unscharf werden. Windows kann versuchen,
die Darstellung zu korrigieren, damit Apps besser dargestelit
werden, wenn Sie sie das nachste Mal 6ffnen. Dies funktioniert nur
fur Apps auf dem Hauptbildschirm, nicht aber fur alle Apps.

Windows kann versuchen, Apps mit unscharfer Darstellung zu
korrigieren.

@ cin

Benutzerdefinierte Skalierung

Alle Anzeigen werden auf die von Ihnen eingegebene
benutzerdefinierte SkalierungsgroBe festgelegt. Wenn diese GroBe
von einer Anzeige nicht unterstitzt wird, sind Text, Apps und
andere Elemente u. U. nicht mehr erkennbar. In diesem Fall kann es
schwierig sein, zu den urspringlichen Einstellungen
zuriickzukehren.

Geben Sie eine benutzerdefinierte SkalierungsgréBe zwischen 100
und 500 % (nicht empfohlen) ein.

100-500

Anwenden

@ Hilfe anfordemn

< Einstellungen - a X

Figure 8: Advanced scaling settings
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UMS NetAgent installation

3 UMS NetAgent installation

The «UMS NetAgent» application is installed as a service and serves the communication between the UMS ConfigurationStudio
during project planning and configuration of the system on the one hand and on the other the hardware nodes (computers) that
have the “actual” UMS runtime system (i.e. UMS server and UMS clients).

Consequently, the «UMS NetAgent» must be installed on all hardware nodes that are to provide UMS components.

. Notice

he: Hardware nodes on which only one client is to be installed can also be manually provided without NetAgent.
In UMS ConfigurationStudio, export the required client configuration to a ZIP file and copy it to the target computer
(see document [1]).

3.1 Installation medium

Using the «Setup_UMS_Netagent.exe» installation medium, the installation of the «UMS NetAgent» must be performed on every
runtime system
3.2 Installation procedure

The installation medium must be copied to the hardware and can then be double-clicked to be run. The following screen then
appears:

.. — X

Configuraticn@ udio

NetAgent

Deutsch

Figure 9: UMS NetAgent setup: language selection

Select a language from the selection list and continue by clicking the «OK» button. The installation process begins with the
following screen:

@ SECURITON UMS, Installation Instructions, T140 041 Index 33 en 15/38



UMS NetAgent installation

P UMS Netagent Setup — >
Einfuhrung

Install&nywhere fihrt Sie durch die Installation von UMS
Metagent Setup.

Es wird dringend empfohlen, dass Sie alle Programme
heenden, bevor Sie die Installation fortsetzen.

Klicken Sie auf "Weiter', um zum néchsten Bildschirm zu
wechseln. Wenn Sie eine Einstellung auf einem vorherigen
Bildschirm andern michten, klicken Sie auf Zurick’.

Sie kénnen die Installation jederzeit abbrechen, indem Sie auf
‘Abbrechen’ klicken.

Figure 10: UMS NetAgent setup: introduction

The figure above lists all required installer steps for the installation. You can use the «Continue» and «Back» buttons to navigate
the individual steps.

3.2.1 Step: Licence agreement

First the licence agreement is displayed. To be able to install and use the NetAgent, you must accept the licence conditions.
Read the entire licence agreement and confirm.

3.2.2 Step: Select installation directory

In this step you define the location where the installation is stored.
The default path is “C:\UMS\netagent”.

3.2.3 Step: Select link directory

It is recommended to have the program icon “In the Start menu” created. Two program icons are created there: “Start UMS
NetAgent” and “Stop UMS NetAgent”. They start and stop the NetAgent service.

3.24 Step: Host name

In the text entry field «Hostname» displayed here, enter the computer name is entered. The computer name read from the
system and is the default value and suggested.

3.25 Step: IP of the database server

In the «IP of the used network interface» text entry field, an entry different from the default value is required only if a UMS
configuration server is to run on the node.

In this case, the IP address of the computer with the UMS database belonging to the configuration server must be entered. The
database must then also be reachable from the UMS ConfigurationStudio via this IP address during a system update.
Normally, it is the same computer on which the UMS configuration server itself should run. It is important to note that in any case
each UMS configuration server requires its own UMS database.

It is absolutely necessary that this computer has a static IP address (DHCP is not permitted). The IP address is permanently
configured during installation; afterwards it can no longer be changed.

The initially suggested value in the text entry field is an automatically provided IP address from the system.
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3.2.6 Step: Database passwords

The passwords for database access on the backend and journal are configured in this step. Enter the respective passwords in
the text entry file and confirm by re-entering in the “Repeat” field. These passwords will be required again afterwards during
database installation (Section 4.2.2).

. Database passwords
ne==

Please keep these passwords in a safe place.

3.2.7 Step: NetAgent account
There are three choices.
- Windows system account (default)
This is created automatically during the Windows installation.
- Group Managed Service Account (JMSA)
A special Windows domain account for services; it has unrestricted rights on the computer. It must be permitted on the Win-
dows domain for this computer.
- User-defined

A created account with name and password. It must have unrestricted rights on the computer (see 2.3 Operating system user
accounts).

3.2.8 Step: Overview before installation

Here you can recheck the entries before you install the UMS NetAgent setup with the “Install” button.

3.2.9 Step: Installation completed

The installation location is displayed to confirm the successful installation. Click the “Finish” button to exit the installer.

The Netagent is ready to run.

Netagent run
The "UMS Netagent" is only required in conjunction with the UMS ConfigurationStudio if a system update is carried
out there (see also [1]). In this case, make sure that the service has been started. The Netagent is not required
during operation of the runtime system, so the service can be terminated after a system update (see 3.2.3).

Lo

3.3 OPC redistributables

When NetAgent is installed, components of the OPC distribution are saved automatically. You need them if you want to link
subsystems to the UMS by means of OPC. The «OPC Core Components Redistributable (x64).msi» file is found after installation
in the directory netagent/installer/opc-redistributables/.

Information about using these OPC components can be found in the subsystem descriptions that can be linked via OPC.

@ SECURITON UMS, Installation Instructions, T140 041 Index 33 en 17/38



UMS NetAgent installation

3.4 Remarks concerning updating older versions

Please note that the installation directory when a NetAgent is installed is not permitted to already exist! This is the case, for
example, if you want to update an older version. In this case, you have to delete the existing directory before installing on your
computer or you have to change the default path (see Section 3.2.2).

Fehler x

,-8-, Installationsordner bereits vorhanden

[ras ausgewdhlte Installationsrerzeichnis existiert bereits. Eine
Installation wird nur durchgefihrt, wenn das Installationswerzeichnis
noch nicht existiert.

Figure 11: Installation directory already exists

When the NetAgent version 10 is installed, the NetAgent *.reg file is adapted on your computer. If a NetAgent version 9.x or
older is or was installed on your system, the changed registries become reliably active only after restarting the operating system.
Although it is not imperative to perform this step, we recommend restarting the computer in this situation!
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4 MariaDB database installation

Update information for MariaDB

Since the publication of UMS version 9.0, the MySQL database management that had been previously used has
been replace by MariaDB.
For existing systems, the installation of MariaDB is therefore urgently advised!

Information on the migration of existing journal data can be found in Section 5. Please note that the steps described
there for the migration of old journal data must be carried out before the installation of MariaDB!

o Update information about UMS version 10.0 and MariaDB
he: If you update an existing UMS to version 10.0 and do not reinstall MariaDB, please observe the information in
Section 6.

The MariaDB database management system (see [3]) provides the underlying database for the UMS and journal servers
of the UMS. MariaDB must be installed on all hardware nodes on which a runtime UMS Server is running.

4.1 Installation medium

When installing the «mariadb-x.x.xx-winx64.msi» software packet and various script command files (*.cmd). The software must
be installed on all the hardware nodes that have a runtime UMS server.

When installing the Netagent, the file "mariadb -x.x.xx-winx64.msi" is copied into the directory of the "UMS Netagent" ("[instal-
lation folder Netagent]\installer\mariadb\Install", for example: "C:\UMS\netagent\installer\mariadb\Install").

4.2 Installation procedure

e MariaDB installation
= In the directory “UMS Netagent” there are several installation scripts that have to be carried out in sequence. This
is described in more detail in the following sections.

The installation consists of 2 steps. In the first step the MariaDB database is installed; the second step prepares for the UMS.

4.2.1 Step 1: MariaDB database installation:

- Change to the directory “[NetAgent installation directory]\installer\mariadb”.
- Execute the script file “1_ums_mariadb_install.cmd” as administrator.

After starting the installation, the "ReadMe" file shown in Figure 11 is displayed.
If the operating system displays a message that the file is blocked, declare it as safe so that it can be displayed.
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MariaDB 10.11.2 Installation

Please start the following scripts:
01_ums _mariadb_install.cmd (run as administrator)

* Starts the mariadb msi installer.
* |nstalls the mariadb windows-senvice.
* Prompts for database root password and sets it.

02_ums mariadb_init.cmd
* Creates the users backendUser and journalUser and assigns edummy» passwords.
* Creates databases uls_backend and uls_journal.
* Starts the HeidiSQL Application

Mow you must modify backendUser and journalUser passwords.

R Seasion menager T b
Jo Gattings Advanced Statistics
Sessicn name Hast Meswork type: My5CL (TCPAR)
A Unnamed 1270, ) E
Library: liberarizdb.di
Hustnamna /1P 127007

[ Promps for credentials

Lser: root

Paszwond -_—r
Far: 3306 =
[ Compressed client/sener protece
Databases Seperated by semicclo b
Comment: G
£ ¥
) Mew |+ £) Delete Oaien Cancel Maore |w

Figure 12: “ReadMe.rtf” file for MariaDB installation

During the installation, a “root” account is created in the database and a corresponding password must be defined for it via
console entry.

BN C\Windows\System32icmd.exe = O >

Please enter password for database root: _

Figure 13: Password allocation when installing the MariaDB database
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This password is used again in the 2nd step of this installation. The password must be securely stored and available at all
times should Support request it.

- Notice
i MariaDB supports special characters. For enhanced security, passwords can use them later.
Note that when the scripts are executed for installation, Init and Clean for root account a “simple” password must
be set (without special characters). Otherwise the installation, Init and Clean cannot be performed.
After correct installation, a complex password can/must be entered for root via HeidiSQL.

4.2.2 Step 2: Preparation for UMS

Execute the file “2_ums_mariadb_init.cmd”. When prompted, enter the previously allocated root password and confirm by
pressing the Enter key.

BH Select C:\Windowssystern32icmd.exe - O X

Figure 14: Entry of the root password

The database client (HeidiSQL) is automatically started. Select a new session ("New" button), enter the root password and press
the "Open" button. Please note: Do not perform this command as Administrator, since then the installation cannot be successfully
performed.

fhst

|O\ Filter ... | & Settings A Advanced ssL gl statistics
Sessionname  Host  Lastconn|  wepyorktype: "\ MariaDB or MySQL (TCP/IP)
_of Unnamed 127.0... 2022-09-
Library: libmariadb.dll ks
Hostname / IP: [127.00.

[IPrompt for credentials
[ Use Windows authentication

User root

Password:

Port: 3306 =

[JCompressed client/server protocol

Databases: |5&pa|‘atecl by semicolon v

Comment:

< >

O Mew |v Save o Delete Cancel More A
Figure 15: Database client (HeidiSQL)

For backend and journal users, the passwords still have to be entered in the database client (HeidiSQL). These must match
those from Section 3.2.6.
Go to "Tools/User Manager" or select the corresponding icon.
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fs} Unnamed', - HeidiSOL 11.3.0.6295
File Edit Search Query Tools Goto Help
F- I RO O-2E0NMMOOUXP-n-AReQ 454 B IREETE

. Database filter |I"v Table filter B Host:127.001 P Query
+ _4 Unnamed

Databases (6) *Variables ; Status ’ Processes [l Command-Statistics
information_schema

Database ~ Size ltems  Last.. Tables Views Func.. Proc.. Trigg.. Events [
mysql . -
information_schema
performance_schema
mysql
sys
performance_schema
uls_backend
. sys
uls_journal
uls_backend
uls_journal
£ >
X Filter: |Regular expression
9 SHOW VARIABLES; ~
18 * Connected read-ID; 7 v

(0) Connected: 0l _of MariaDB 10.11.2 Uptime: 00:11 h (© Server time: 11 (O) ldle.

Figure 16: Selection of access data and managing rights

st User manager - backendUser O X

Select user account: Credentials  |imitations 5SSL options

() Add  §: Clone €) Delete

Uszer name: backendUser

Username ~ Host
“ backendUser % From host: * v
? backendUser  localhost Password: l:l
2. journalUser % Repeat password: I:l
) journallser localhost
- . Allow access to: £ Add object
~. mariadb.sys localhost
2 oot localhost ]« Global privileges
2 oot els-urns-806 [m] Database: uls_backend

2 root 127.0.0.1

2 root |

This user has an empty password, Save Discard X Close

Figure 17: Password entry for backend and journal users

Close "HeidiSQL" and confirm the completion in the console input.

Bl C:\Windows\system32\cmd.exe - O *

tinue

Figure 18: Finalise input

If the installation steps have been successfully performed, the MariaDB database is ready for use with UMS.
Now the UMS NetAgent can be started.
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Notice

If you want to undo the UMS preparation of the database carried out in step 2 (without uninstalling the database),
use the file “3_ums_mariadb_clear-init.cmd”. Execute the script file and follow the instructions.

423 Step 3 (optional): Additional restrictions to access options

With the previously made settings, backend and journal users can reach the run time database via all network interfaces of the
node and can thus be reached from any network (including external networks). If this poses a security risk, the access rights for
users can be restricted to the necessary interfaces.

These settings can be made with on-board instruments (editor, HeidiSQL).

1. The security of MariaDB access can be increased by connecting the MariaDB server to a network interface.
Using an editor, entries are made in “my.ini" or “my.cnf”:

[mysqld]
bind-address = <IP>

2. Access to the database via certain network segments or IP addresses only
Access to the database is further restricted for backend users and journal users.
The permitted paths are set via “HeidiSQL”. The desired settings are entered instead of «Access from everywhere»:

5} User manager - backendUser O et
Select user account: Credentials  Ljmitations S5SL opticns
€ Add §g Clone Delete
o Uszer name: |backendU5er |
Uzername ~ Host
“ backendUser localhost From host: - v|

7 backendUser % Password: | Access from server location only

2 journalUser localhost Repeat password: Local network: 192.168.%
7 journalUser % Local network: 10,122.%

- . Allow access to: £) Add ok

-, mariadb.sys localhost | »  Access from everywhere

Figure 19: Additional access restrictions via HeidiSQL

@ SECURITON UMS, Installation Instructions, T140 041 Index 33 en 23/38



Migration of older MySQL data to MariaDB

5 Migration of older MySQL data to MariaDB

When updating UMS to version 9.0, we urgently recommend changing from the MySQL database to the MariaDB database! In
order to migrate existing data from the journal server to the MariaDB, you must proceed as detailed below before installing
MariaDB.

5.1 Creating adump

Create a backup copy of the existing database(s) by entering the following command in a console window:

“C:\Program Files\MySQL\MySQL Server 5.6\binmysqldump® -user=root -password=RootPasswort
uls_journal > journal_backup.sql

Note that you have to replace «RootPasswort» with your password when you enter the command! After entering the command
the file «journal backup.sgl» is created.

Notice
Make sure you check the contents of the created database file («journal backup.sql»). This file must contain all
journaled entries from the UMS server. Please note that this file may be very large for systems that have been
running for a prolonged period.

5.2 Deinstalling the existing MySQL database

To uninstall the MySQL database, you must first stop the Windows service «MySQL56» with the «Services» program in Win-
dows. After that, remove the Windows service «MySQL56» by executing the following command in the console as an adminis-
trator:

sc delete MySQL56

Execute the deinstallation program for the existing MySQL database by selecting MySQL under «System control» -> «Uninstall
programs».

After this, remove the MySQL directory under «C:\Program Files» .
Now install the MariaDB database. More details can be found in Section 4.

5.3 Importing the existing data

To complete the migration, you must import the contents of the old database (see Section 5.1) into MariaDB. Open a console
window on the computer where the MariaDB database has been installed. Execute the following command in the directory where
your back-up of the old MySQL database is stored:

»C:\Program Files\MariaDB 10.1\bin\mysql“ -user=root -password=RootPasswort uls_journal
<journal_backup.sql

This completes the migration and you can now proceed with your UMS configuration.
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6 Update information about existing MariaDB installations

If you update an existing UMS to version 10.0 and rely on an existing MariaDB installation, you should pay particular attention
to the following update information! If you reinstall MariaDB, you can skip this step.

MariaDB optimises with an internal «QueryOptimizer» database polling. As the number of linked tables in a query increases, the
possibilities of how such a query can be processed increases exponentially. In MariaDB'’s default setting, the Optimizer also
needs exponentially more time to determine the optimal strategy.

With the «optimizer_search_depth» system property, the calculation of the execution plan of the QueryOptimizer can be re-
stricted with regard to how far it looks ahead. By default, the value is 62, which means that for all queries in which 62 tables are
linked all possible execution paths are evaluated.

A sensible maximum for the property is 7. If the property is set to 0, the optimizer searches for an optimal value (maximum 7),
depending on the query. You should manually adjust this value for optimal performance on existing MariaDB installations.

To adjust the «optimizer_search_depth» parameter, proceed as follows:
- Open the «my.ini» file in a text editor.
- Thefile is located in your database installation, usually «C:\Program Files\MariaDB 10.1\data\».
- Inthe [mysqld] block enter the parameter optimizer search depth=0 (see Figure 20).
- Save the file.
- Restart the MariaDB database to activate the changes (either via the console or Windows service control).

| my.ini - Editor [E=3 E5R
Datei Bearbeiten Format Ansicht 7

[mysqld] ]
datadir=C:/Program Files/MariaDE 10.1/data

port=3306

sql_mode="5TRICT_TRANS_TABLES,NO_ENGINE_SUBSTITUTION"
default_storage_engine=innodb
innodb_buffer_pool_size=2042M
innodb_log_file_size=50M

character-set-server=utf8§

optimizer_search_depth=0

[cTient]

port=3306

plugin-dir=C:/Program Files/MariabB 10.1/11b/plugin

Figure 20: Manual adjustment of the my.ini file
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7 How to use a firewall

To guarantee proper and reliable operation of the UMS in conjunction with a firewall, the firewall rules described in the following
sections must be observed and configured accordingly.

7.1 UMS nodes - ConfigurationStudio

Incoming connections

Protocol type Source port Destination port Service
QOutgoing connections
Protocol type Source port Destination port Service
TCP 1024 - 65535 4000 Netagent
TCP 1024- 65535 3306 MariaDB
7.2 UMS nodes — Client
Incoming connections
Protocol type Source port Destination port Service
TCP 1024 - 65535 4000 Netagent
Outgoing connections
Protocol type Source port Destination port Service
TCP 1024 - 65535 1703 - 1719* uUMS
TCP 1024 - 65535 1803 — 1819* UMS configuration server
TCP 1024 - 65535 3306 MariaDB
7.3 UMS nodes — Server
Incoming connections
Protocol type Source port Destination port Service
TCP 1024 - 65535 4000 Netagent
TCP 1024 - 65535 1703 -1719 UMS
Outgoing connections
Protocol type Source port Destination port Service
TCP 1024 - 65535 1703 - 1719* UMS
TCP 1024 - 65535 1803 — 1819* UMS configuration server
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7.4 UMS nodes - Server (sub-systems)

How to use a firewall

Incoming connections

Protocol type Source-Port Destination-Port Service

TCP 1024- 65535 4000 Netagent

TCP 1024- 65535 1703 — 1719* UMS

TCP 1024 - 65535 1720 — 1728* UMS

Outgoing connections

Protocol type Source-Port Destination-Port Service

TCP 1024 - 65535 1703 - 1719* UMS

TCP 1024 - 65535 1720 — 1728* UMS

TCP 1024 - 65535 1803 — 1819* UMS configuration server

TCP 1024 - 65535 1820 — 1828* UMS configuration server
7.5 UMS nodes — Configuration server

Incoming connections

Protocol type Source-Port Destination-Port Service

TCP 1024- 65535 4000 Netagent

TCP 1024- 65535 3306 MariaDB

TCP 1024 - 65535 1803 — 1819* ums

Qutgoing connections

Protocol type Source-Port Destination-Port Service

TCP 1024 - 65535 1703 — 1719* ums

TCP 1024 - 65535 1803 — 1819* UMS configuration server
TCP 1024 - 65535 1820 — 1828* UMS configuration server

7.6 YourKit Java Profiler

Incoming connections

Outgoing connections

Protocol type

Source port

Destination port

Service

TCP

10001-10010

10001-10010

YourKit Java Profiler

Notice
he: The ports of the listed services are the default values. You can however reconfigure the port of the UMS service vial
the configuration studio (physical configuration — UMS server — Network TCP/IP) (see [1]). If the value is changed
there, then instead of the set default port range in the table, the newly set port as well as the immediately following
15 ports of the firewall must be enabled in accordance with the port range in the table.
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Warning
The described firewall settings refer only to the UMS basic system. Other incoming and outgoing settings or port
activations of the UMS server or UMS nodes depend on the connected subsystem. The necessary configuration of|
the firewall concerning such subsystems must be separately performed!
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8 Installation of UMS ConfigurationStudio

The «UMS ConfigurationStudio» is for configuring and planning UMS projects and can be installed on any hardware node (e.g.
computer of the technician or of the customer) that meets the system requirements. The «UMS ConfigurationStudio» is only for
configuration and need not be available during runtime of the UMS. We recommend operating the UMS ConfigurationStudio in
Windows Aero rather than in the classic view. In any case, you should not undertake any changes in the visual effects under
Windows while the UMS ConfigurationStudio is running; unexpected display problems could occur.

8.1 Installation medium

To install the UMS ConfigurationStudio, you need the «Setup_UMSConfigurationStudio.exe» installation packet.

8.2 Installation procedure

Copy the installation medium to the desired hardware and execute the installation program by double-clicking it. The following
screen then appears:

™ — X

ConfigurationStudio

Deutsch ~ [OK

Figure 21: UMS ConfigurationStudio setup: language selection

Select the language you want to use from the selection list and continue by clicking «OK». The installation process begins with
the following screen:
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™ UMS Configuration Studic Setup = x

O]

InstallAnywhere fihrt Sie durch die Installation ven UMS
Configuration Studio.

o
e

—
e

Es wird dringend empfohlen, dass Sie alle Programme
beenden, bevor Sie die Installation fortsetzen.

i,
o

—
o

Klicken Sie auf Weiter, um zum nédchsten Bildschirm zu
wechseln. Wenn Sie eine Einstellung auf einem vorherigen
Bildschirm andermn méchten, klicken Sie auf "Zurlick’.

=
ol

o
s

—
s

Sie kdnnen die Installation jederzeit abbrechen, indem Sie auf
‘Abbrechen’ klicken.

0 I T I B BT B B

o

Figure 22: UMS ConfigurationStudio Setup: introduction

The figure above lists all installation steps that have to be performed. Some of the self-explanatory installation steps are not
discussed in the following.

8.2.1 Step: Licence agreement

First the licence agreement is displayed. To be able to install and use the UMS, you must accept the licence conditions. Read
the entire licence agreement and confirm.

8.2.2 Step: UMS version

In this step, the installation of either the European or Asian version of the UMS is selected.

8.2.3 Step: Installation directory
In this step you define the target path where the installation is stored. The default path «C:\UMS\studio».

8.2.4 Step: Link directory

It is advisable to have the program icon created «On the desktop». The program icon «Start UMS ConfigurationStudio» will
be created there and UMS ConfigurationStudio can be launched with it.
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8.2.5 Step: Installation packets

Here you define the optional installable packets by ticking or unticking the selection box. You can call up further information
about the individual packets by clicking the Info button (to the right of the concerned packet).

When the installation is successfully completed, you can close the dialogue with the “Finish” button.

This completes the installation and the UMS is ready to be configured.

Notice
Please note that starting UMS ConfigurationStudio may not be possible immediately after clicking the “Finish” but-
ton because the installer is still active in the background. Wait about 10 seconds after clicking the “Finish” button
before starting Studio.

M UMS Configuration Studio Setup = x

LIMS Grundsystem
Standard Subsysteme
Zusétzliche Subsysteme

Zusatzpakete

ORNGRONGONOND!

—
i

—
ol

o
o
o

Figure 23: UMS ConfigurationStudio Setup: Installation packets

8.3 Starting under Windows server 2012 / Windows server 2016 / Windows server 2019 serv-
ers

For ConfigurationStudio to start properly with this operating system, you have to use the “Run as administrator” link in the context
menu.
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-
>

Start UMS Colors Security Details Previous Versions
Netagent General Shorteut Options Fort Layout

—y " "
Start UMS Configurstion Studi
" ﬁ = ormguretion tclo Advanced Properties
7]

o < Target : Wind Batch Fil
Stop UMS arget type ndaws Bateh fie Choose the advanced properties you want for this shortcut,

Netagent Target location: studio

_— Target: |C:\UMS\?tud\o\?tudio-start bat Run as administrator

ﬁ This option allows you to run this shortcut as an
__ Startin: |C.\UMSEtud\u administrator, while protecting your computer from
HeidiSOL unauthorized activity.

Shorteut key: |None

G Run: Nomal window
7] Comment: |

Start UMS
Configurat...

Run in separate memory space

Open File Location Change lcon...

Figure 24: "Run as administrator" option
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9 Installation of the UMS Journal Reporting Tool

The «UMS Journal Reporting Tool 2» is for offline analysis and processing of complex UMS journal data. A direct connection to

the runtime system is not required.

9.1 Installation medium

The installation medium «Setup_UMS_JournalReportingTool2.exe» is used for installing the «UMS Journal Report Tool 2».

9.2 Execute setup

Start the installation by double-clicking the installation program.
- Setup_UMS_JournalReporting.exe

A window opens showing the startup preparation process:

Install&nywhere

4 Installsnywhere is preparing toinstall...
e

Cancel

Figure 25: Preparation process of the installation files

As soon as this procedure has been successfully completed, another window appears in which you can select the desired

installation language:

Deutsch v

Journal Reporting
Tool 2

Figure 26: Language selection of the installation
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Select the desired language version for the installation process from the selection list shown. Confirm your selection by clicking
the «OK» button.

Follow the instructions on the screen and select the desired options in the installation steps that follow. Confirm your entries by
clicking «Continue».

mJournalRe ortingTool2 — >
P g

Einfiihrung

InstallAnywhere fiihrt Sie durch die Installation von
JournalReportingTool2.

Es wird dringend empfohlen, dass Sie alle Programme beenden,
bevor Sie die Installation fortsetzen.

Klicken Sie auf "Weiter', um zum nachsten Bildschirm zu wechseln.
Wenn Sie eine Einstellung auf einem vorherigen Bildschirm &ndern
méchten, klicken Sie auf "Zurick'.

Sie kinnen die Installation jederzeit abbrechen, indem Sie auf
‘Abbrechen’ klicken.

Figure 27: Introduction

Confirm the license agreement.

I JourmalReportingTool2 — *
Lizenzvertrag

Fiir die Installation und die Verwendung von
JournalReportingTool2 miissen Sie den folgenden Lizenzvertrag
akzeptieren:

e R e L
giiltig. Fragen beziiglich dieses EULA sind an folgende Stelle
zZu richten: Securiton AG, Alpenstrasse 20, 3052 Zollikofen,
Schweiz. Securiton und andere in dieser Software enthaltenen
Marken sind Marken oder eingetragene Marken von Securiton,
in der Schweiz und/oder anderen Landern. Marken,
Markennamen, Produktnamen und Logos von Drittanbietern
sind méglicherweise Marken oder eingetragene Marken der

~

jeweiligen Eigentimer. Das Entfernen ader Andern von Marken,
Markennamen, Produkinamen, Logos, Urheberrechts- und
anderen markenschutzrechtlichen Vermerken, Legenden,
Symbolen oder Etiketten in der Software ist untersagt. Dieses
EULA berechtigt Sie nicht zur Verwendung der Mamen oder
Marken der Firma Securiton ader ihrer Lizenzgeber.

ich bin mit den Bedingungen des Lizenzvertrags einverstanders

Figure 28: Confirm the licence agreement
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Select the required UMS version depending on the installed UMS version. Asia for projects and journal entries with Asian char-
acters. Europe for all other project languages.

¥ JournalReportingTool2 — X

UMS Variantenauswahl

UMSE Variantenauswahl

(® Europa
() Asien

Inst

Abbrechen

Figure 29: Selection of the UMS version

Define in which directory the JRT2 application should be installed.

T JournalReportingTool2 - x

Installationsordner auswihlen

Bitte wahlen Sie einen Zielordner fir diese Installation aus.

Wo soll installiert werden?

CAUMS\journal-reporting-tool-2

Standardordner wiederherstellen Wahlen...

Figure 30: Location of the installation
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Enter how the application can be called up.

T JoumnalReportingTool2 - x

Verkniipfungsordner auswihlen

Wo mdachten Sie Programmsymbole erstellen?

() In giner neuen Programmgruppe: | JournalReportingTool2
() Im Startmeni

(@) Auf dem Deskiop

() In der Schnellstartleiste

() Andere: Wahlen...

() Keine Symbaole erstellen

[] symbole fiir alle Benutzer erstellen

Abbrechen Weiter

Figure 31: Creating shortcuts

A summary of your entries is shown.

T JoumnalReportingTool2 - x
Ubersicht vor Installation
Uberpriifen Sie bitte das Folgende, bevor Sie fortfahren:

Produktname:
JournalReportingTool2

Installationsordner:
CAUM 3 ournal-reporting-tool-2

Verknupfungsordner:
Challsers\UMSAdmin\Desktop

Speicherplatzinformation (filr Installationsziel):
Erfarderlich: 529.92 Megabyte
Yerfugbar. 442'654.15 Megabyte

stalls ere

Figure 32: Summary of the installation options

In the last window the successful installation should be displayed. Click the «Finish» button to complete the installation.
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Uninstalling the UMS

10  Uninstalling the UMS

Prior to uninstalling the UMS, you must ensure that all UMS applications have been closed and all services have been stopped.
Afterwards, you can continue as described below.

Using the Windows uninstall program, remove the following programs:
1. UMS ConfigurationStudio
2.  UMS Netagent setup

After execution, the relevant uninstaller is called up. Self-explanatory uninstall steps are carried out.

MariaDB can be uninstalled with the installer «mariadb-xx.x.x-winx64.msi» in the installation folder of the Netagent (..in-
staller\mariadb\Install). Execute the installer and choose the relevant option («Remove»):

ﬁ MariaDB 10,17 (x64) Setup — »
Change, repair, or remove installation MC]T’IO DB ._/;?
Select the operation you wish to perform. Server i

Lets you change the way features are installed.

Repair

Repairs errors in the most recent installation by fixing missing and corrupt
files, shortcuts, and registry entries.

Remove

Removes MariaDE 10,11 (x64) from your computer,

Badk Mext Cancel

Figure 33: Deinstallation of MariaDB

After deinstallation you have to manually remove the remaining directories.

UMS: For example: “CAUMS\*.*”
MySQL: For example: “C\Programs\MariaDB 10.11\**”

Please note that the directory to be deleted is in the English version under:
“C:\Program Files\ MariaDB 10.11\".

Warning

Before manually deleting the directories, all project-specific data created for the customer has to be backed up.
This data is created when configuring with UMS Configuration Studio and individually saved. Always make a backup
copy of this data.
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